MVLSHow to Spot a Scam

MARYLAND VOLUNTEER LAWYERS SERVICE

This is not legal advice. Please consult an attorney about your particular situation.
Scams are fraudulent schemes by a dishonest person or company to obtain money or something else of value.
Scams are generally performed by strangers. Financial exploitation is generally done by family, friends or trusted others.
Scammers may contact you via phone, websites, letter, fax, text, email or in-person.
for fraudulent products and services every
e IRS scams — claim that back taxes or ear
other penalties are owed and demand Y :

immediate payment. The IRS does not
request payment over the phone. If you 0“““ scnms Tn lnnx '"" "'n

want to confirm if you do owe the IRS,

you should call the IRS at 800-829-1040. e Taxreturns — fraudulent tax preparers that modify your
- Verification email or text requesting return or keep your tax refund.
confirmation of personal e Debt collectors — likely scammers if they are threatening to
information. IRS does not send have you arrested, won’t verify the debt that you owe,
email, text, or social media message request payment in gift cards, or say they will go after your
to request personal or financial relatives.
information.
e Online payday loans — they are illegal in Maryland, and those
» Weight loss products companies cannot take any legal action against you.
e  Prize promotions, lottery and e Debt relief service companies — many are scams that promise
sweepstakes scams to negotiate with creditors to settle or reduce debt. Often
e Unauthorized billing for buyer’s clubs or come with large up-front fees and frequently don’t resolve
internet services debt issues.
e Work at home programs e Credit repair businesses — promises to fix bad credit reports

are often scams. If the information is accurate, it can’t be
erased. The company can’t ask for payment until they’ve
e Asset Recovery - claims to recover lost kept their promise.

money from previous scams.

e Investment Fraud

¢ Home repairs — phony home improvement contractors get

e Grandparent scam — claim to be you to pay upfront and then don’t do the work or it’s done
grandchild and in trouble. poorly. Before you sign a contract or provide any payment,

check with the Better Business Bureau, the Attorney General’s

Office or the Maryland Home Improvement Commission (410-

230-6231).

e Computer — claiming you have a virus on
your computer. Do not give someone
remote access to your computer unless
you called a verified company number. e Reverse Mortgages — make sure you meet with a housing

counselor and that a reverse mortgage is right for you. Often

these mortgages come with very high fees and can lead to tax
sale. Call 211 to find a housing counselor in your area.

e Romance - the scammers feign interest
to gain your trust and then take your
money, claiming it’s for travel to visit you,
medical bills or something else.
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This is not legal advice. Please consult an attorney about your particular situation.

steps to Take

e Be cautious —don’t send money or give out personal information to an unexpected request. Be
alert that scams exist. When you are approached by anyone through any outlet, always consider it
might be a scam. The old saying is indeed true, if it looks too good to be true, it probably is.

e Do online searches. Type in the company with words like “complaint” or “scam.”

e Don’t believe your caller ID. Phone scammers can manipulate the phone number so it appears as a
recognizable number.

e Don’t pay upfront for a promise. If someone is telling you pay upfront for a benefit, it’s likely a
scam.

e Don’t wire money or pay with gift cards or prepaid debit cards.
e Talk to someone you trust.

e Don’t be rushed into a decision.

e Hang up on robo-calls.

e Be skeptical about free trial offers.

¢ Avoid identify theft by shredding important documents, check your credit reports regularly, don’t
provide personal information to others.

e You can obtain your credit reports for free from annualcreditreport.com or 877-322-8228.

e Think about filing your taxes even if you are no longer required to file. It reduces your risk of identi-
ty theft. Call 211 for free tax prep through Maryland CASH or AARP Tax-Aide.

e Avoid co-signing on a loan for anyone. You are just as liable as the primary person for all debt col-
lection actions including potentially garnishing wages or seizing bank accounts.

e Do not open suspicious texts, pop-up windows or click on links or attachments in emails — delete
them: If unsure, verify the identity of the contact through an independent source such as a phone
book or online search. Don't use the contact details provided in the message sent to you.

e Be careful when shopping online. Beware of offers that seem too good to be true, and always use
an online shopping service that you know and trust.

e Notify the Maryland Office of the Attorney General — 410-528-8662.
e Sign up for scam alerts from the Federal Trade Commission — ftc.gov/scams.

It’s critical to avoid scams. Once your funds are gone, it’s highly
unlikely you will be able to get any of it back.

This factsheet was compiled by
Maryland Volunteer Lawyers Service

www.mvlslaw.org
p




